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[bookmark: _Toc518987980]Introduction 
Robust Information Governance requires clear and effective management and accountability structures, governance processes, documented policies and procedures, trained staff and adequate resources. The way Bedfordshire Clinical Commissioning Group chooses to deliver against these requirements is referred to within the Information Governance toolkit as the organisation’s Information Governance Management Framework. 

[bookmark: _Toc518987981]Senior roles
[bookmark: _Toc518987982]Senior Information Risk Owner (SIRO) 
Is the organisation’s lead for Information risk, is accountable for information risk on the Governing Body and in internal discussions. They will provide written advice to the Accountable Officer on the content of their Annual Governance Statement in regard to information risk.
[bookmark: _Toc518987983]Caldicott Guardian 
The Caldicott Guardian is a senior clinical person within the organisation and has an advisory role a particularly focus on ensuring patient identifiable information is shared in an appropriate and secure manner. They are known to be the conscience of the organisation, as they will look at a situation from the patient/service user’s point of view.
[bookmark: _Toc518987984]Data Protection Officer (DPO)
The DPO serves as the CCG’s expert in GDPR and is responsible for advising on IG strategic direction, the development of policy and guidance for the CCG and to ensure that the organisation meets both its statutory and legal obligations. The DPO cannot have a direct say on how personal data is processed and for what purpose. The DPO must be able to be contacted by data subjects and is the first point of contact to the ICO.

[bookmark: _Toc518987985]Head of Information Governance 
Is responsible for the development and delivery of Information Governance to the CCG. They work closely with, the Caldicott Guardian and Senior Information Risk Owner (SIRO) on any Confidentiality or Data Protection issues, to support patient confidentiality and assure public confidence in the CCG’s governance processes and safeguards 
[bookmark: _Toc518987986]Information Asset Owners (IAOs) 
The IAO is expected to understand the overall business goals of the organisation and how the information assets they own contribute to and affect these goals.
They are responsible for ensure their directorates Information Asset Register and for appointing Information Asset Administrators. The IAOs would normally be at director level, although they can delegate this role to a responsible deputy director.
[bookmark: _Toc518987987]Key Policies and Procedures in place 
Confidentiality Policy
Confidentiality Code of Conduct
Information Security Policy
Information Lifecycle Policy
Serious Incidents Requiring Investigation Guidance


[bookmark: _Toc518987988]Groups with core Information Governance functions 

























The IM&T Programme Board is the CCG forum with delegated authority to oversee Information Governance issues in Bedfordshire CCG. The group meets monthly, is chaired by the Director of Finance and reports quarterly to the Executive Management Team and any exceptions are reported into the Governing Body via the Accountable Officer’s report.

Membership of the IM&T Programme Board is diverse and across all departments.



[bookmark: _Toc518987989]Bedfordshire CCG Information Governance structure:
Executive Team
Senior Information Risk Owner (SIRO)
Caldicott Guardian
Information Asset Owners (IAOs)
Head of Information Governance
Accountable Officer
Data Protection Officer
IM&T Programme Board


[bookmark: _Toc518987990]Training and Guidance
All staff are required to undertake annual mandatory IG training appropriate to their role within the organisation. Training can be delivered either through OLM locally produced and approved IG training. 
All staff need to demonstrate they are compliant in the handling and processing of person identifiable data. The CCG and/or a member of staff could be subject to a fine if a serious data breach occurred and appropriate training had not taken place. Fines of up to €10 million to €20 million or 2% to 4% are available for issue by the Information Commissioner’s Office (ICO) in the event of a breach of the General Data Protection Regulations.
https://ico.org.uk/about-the-ico/ 
Staff should read and adhere to the Information Security Policy and Serious Incidents which Require Investigation Guidance (which can be found on the staff extranet or available from the Information Governance team) and report any breaches in the handling of person identifiable data.




[bookmark: _Toc518987991]Incident Management 
Bedfordshire CCG needs to receive information in relation to Serious Incidents (SI’s) in order to identify learning opportunities for improving patient safety and to ensure that NHS organisations have robust arrangements in place to investigate incidents and prevent reoccurrences.

An Information Governance SI would be classified as:

‘Any incident involving the actual or potential loss of personal information that could lead to identity fraud or have other significant impact on individuals should be considered as serious.’

The Serious Incident Requiring Investigation Guidance is available to all staff via the extranet, however advice or queries can also be directed to the Head of Information Governance, who can be contacted:  Lyndaharris2@nhs.net or by calling 0787 0275335.
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